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Abstract. Security interventions are vital to protect users against evolv-
ing cyber-threats. However, their effectiveness is often limited by usabil-
ity shortcomings. This paper examines six fundamental obstacles that
undermine the impact of security interventions: lack of visibility, habit-
uation & warning fatigue, lack of awareness, long explanation, lack of
transparency, and UI attacks. Drawing on results from human-computer
interaction, behavioral psychology, and usable security studies, we syn-
thesize evidence-based principles to guide developers in designing usable
security interventions. We outline as future work both 1) to empirically
validate the proposed guidelines and 2) to extend them for special pur-
poses.

Keywords: M. Angela Sasse · Usable Security Intervention · UI devel-
opers.

1 Introduction

Thanks to outstanding usable security researchers such as M. Angela Sasse,
the world started acknowledging that blaming and just educating users will not
end-up in a more secure digital world [1]. Research has shown that blaming the
developers and administration does not help either [32]. Furthermore, M. Angela
Sasse and her co-authors showed that existing advice is scattered and finding
recommendable, consistent advice to design usable security interventions is a
challenge for developers [26].

We aim to close this gap by consolidating the scattered guidance into com-
prehensive guidelines that help the developers to design usable security interven-
tions. Accordingly, this paper contributes to support developers when applying
the ’holistic design approach for usable and effective security’ outlined by Sasse
et al. [35].

There are different types of security interventions, such as: phishing and
malware warnings, permission and consent prompts, and password meters. Our
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focus is 1) on security interventions that communicate the current risk and/or the
risk to continue, and, in particular, 2) on security interventions requiring users
to make a decision due to the technology in place not having enough information
to reliably do so itself.

We collected several usability issues within existing security interventions
from the academic literature. Our focus is on those issues that are context inde-
pendent. Future work will focus on context and content dependent issues, e.g.,
those related to URLs being displayed in security interventions to indicate which
webpage to open or from which webpage a file is downloaded. We categorized
the issues into six categories: lack of visibility, habituation & warning fatigue,
lack of awareness, long explanations, lack of transparency, and UI attacks.

Each issue is discussed in its own section. Each section starts with a descrip-
tion of the actual problem. It then presents the solutions discussed in the liter-
ature to solve the problem, and some background information. These sections,
and in particular the solution paragraphs of each section, serve as guidelines for
more usable security interventions.

2 Lack of Visibility

Problem. Security is often not the main focus of users [16, 40], but rather a
secondary task that occurs in parallel to the users’ primary goal [33]. Research
shows that passive security indicators not placed in the users’ attention focus,
such as the ‘lock’ icon in a web address bar, are not effective in protecting users [2,
13, 31, 43]. The lack of visibility causes hard-to-notice security interventions to
be ineffective.

Solution. Enhance the visibility of security interventions by placing them right
next to the respective hazard, i.e., just-in-place (e.g., close to a clickable link),
and by making them appear only at the time in which they are required, i.e.,
just-in-time (e.g., right before a link is clicked) [29].

Background Information. Positioning and saliency have been important aspects
of warning research even outside of the information technology field. For example,
ergonomics research shows that warnings are most effective when placed close
to the hazard they warn about [41]. Furthermore, education research shows that
providing learners with just-in-time information helps them to better understand
it, and to apply it in similar future scenarios [24]. In the context of information
security, research shows that just-in-time interventions help to be more secure
in the moment and to avoid similar issues in the future [5, 22].

3 Habituation & Warning Fatigue

Problem. User habituation and warning fatigue often result from the over-
presentation of identical interventions, e.g., warning appearing multiple times
over the same issue, leading to reduced intervention effectiveness [2, 34].
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Solution. Developers should employ an adaptive approach where interventions
are risk-sensitive, engaging users only when essential decisions or actions are
required due to the system inability to determine the risk level on its own [3].
The number of risk levels should be only as high and as granular as needed,
but it should never be lower than three risk levels (to cover the three minimum
scenarios):

– High Risk Level - High risk levels should be used when a system can automat-
ically determine the risk with certainty. No user action should be required
and functionalities should be automatically blocked. Security interventions
should be used to inform the user about the blocking (e.g., inform them that
a website is not secure and will not be available to them).

– Unknown Risk Level - Unknown risk levels should be used when a system
cannot automatically determine the risk and the user is required to make a
decision. Security interventions should be used to inform the user about the
systems’ uncertainty. Furthermore, developers should consider employing a
time delay mechanism, i.e., require users to wait for a certain amount of time
before being able to proceed.

– Low Risk Level - Low risk levels should be used when a system can automat-
ically and with certainty determine that the risk is low. In this case, users
are not prohibited to proceed and are not asked to make a decision.

Background Information. Compartmentalizing interventions based on risk lev-
els reduces warning fatigue by distinguishing between varying degrees of ur-
gency [15]. Namely, distinguishing scenarios that require user actions from those
that are automatically dealt with by the system, avoiding users becoming de-
sensitized by frequent notifications that have no or only a low impact on their
actions [10]. The length of the delay depends on the context of use. We recom-
mend a time delay between one and three seconds, as research has shown this is
enough to introduce a significant increase in users’ phishing detection [6, 30].

4 Lack of Awareness

Problem. Previous research consistently demonstrates that users frequently lack
the required awareness to fully benefit from security interventions [6, 39]. Al-
though such interventions can foster more secure behavior, their effectiveness
is substantially diminished when users fail to understand either the risks they
mitigate, or the rationale behind the protective actions. This missing awareness
is not merely a lack of knowledge but also reflects limitations in the users’ men-
tal models and threat understanding [8]. For instance, users may misinterpret
security cues or fail to recognize the relevance of a security intervention if they
do not perceive themselves as potential targets [12].

Solution. To maximize the impact of security interventions, developers should
enhance contextual awareness, such as dynamic explanations of threats (e.g.,
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explain that the link text and the URL behind the link mismatch), or just-in-
time education (providing information about URL verification checks by users
when they need it) that reinforce learning over time. Furthermore, awareness
can be raised through a targeted tutorial and/or additional awareness measures.

Background Information. Safety research results show that targeted awareness
integrated into the workflow of users, which explain the reasons behind their ex-
istence, support both the behavioral change and the safety compliance of work-
ers [18]. In the security field, previous research showed that achieving secure
behavior not only requires a targeted theoretical foundation, but also a prac-
tical aspect, and an ongoing effort to remind and recall the awareness built so
far [36]. As such, research showed that the most effective way to support users is
the employment of both: short, targeted awareness measures and usable security
interventions [6].

5 Long and Complex Explanation

Problem. Research shows that wordy and technically complex security interven-
tions are unlikely to be understood by the average user [7,9]. Furthermore, those
interventions induce fatigue (covered in Section 3). This leads users to ignore
security interventions because deemed too time-consuming and worth spending
the time as they anyway do not understand the content [2].

Solution. Security interventions should contain the minimum amount of infor-
mation necessary to address a situation. The amount of information presented
should depend on the user’s current awareness maturity. For users with low
awareness, the explanation should be more supportive and provide enough con-
text to understand the risk and the recommended action. For users with high
awareness (e.g., due to recent training), the message can be kept concise and
action-oriented. Consequently, security interventions should be salient and ac-
tionable, with the degree of emphasis on these attributes scaling with the risk
level—particularly in cases of unknown risk. Any further information should
be presented only on request, and should be adjusted to the users’ awareness
maturity [20,36].

Background Information. The length and complexity of an explanation should
always be tailored to the demographic it is aimed at [11]. This is especially im-
portant when treating technically complex topics, such as training manuals [25].

6 Lack of Transparency

Problem. Security interventions (e.g., phishing warnings in email clients or web-
site blocking in browsers) often hide the underlying classification logic that
triggered them. This lack of transparency can lead to confusion, mistrust, or
disregard of the intervention [17], especially when users deem the restriction
unnecessary [2].
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Solution. Security interventions should explicitly state why they appear and
what triggered them. For instance, replacing a non-descriptive “blocked” indi-
cator with a brief rationale (e.g., “Blocked due to unverified sender identity” or
“High-risk file type detected under organizational policy”) would increase users’
understanding.

Background Information. Transparency supports informed decision-making and
fosters trust, which is crucial for user compliance with security measures [4,
19]. When the classification criteria are hidden, users perceive security controls
as arbitrary or obstructive, reducing their motivation to follow them [14], and
encouraging risky workarounds [42]. Transparent systems, instead, allow users to
form more accurate mental models of system behavior and threat detection [23].

7 UI attacks

Problem. Users may not be able to distinguish between elements belonging to the
user interface (UI) of an application and content which can be controlled by an
attacker [27]. As a result, attackers can create fake elements that imitate UI parts
like password prompts that appear to come from the email client, but are actually
part of the email body. Fake interface elements such as scrollbars or buttons can
also be used for clickjacking [28]. In some interfaces, passive indicators (e.g.,
“This email is signed” or “Verified sender”) are displayed in headers above the
content area. If the design does not clearly separate the UI elements from the
message content, such indicators could also be spoofed, misleading the user about
the authenticity of the message [27].

Solution. The interface should clearly separate application-controlled elements
from content areas that can be manipulated by an attacker (e.g., using sepa-
rator lines or other visual dividers). Dialogues or windows, such as password
prompts, should not appear directly in front of the message content, but remain
visually distinct and recognizable as part of the UI. To reinforce this separation,
applications should, where possible, render only external content that cannot be
readily mistaken for client-generated interface cues or security information—for
example, by suppressing content features that can mimic tooltips, dialogs, or
controls [38]. Additionally, UI attacks can be mitigated by using secret images
or other UI elements with an unpredictable appearance [10, 21, 37, 44]. For ad-
ditional security, users should made aware of where to find the genuine security
indicator and made aware of the boundary between trusted UI elements and mes-
sage content, including that attackers can place misleading cues such as “signed”
in the email body (e.g., through dedicated tutorials, see Section 4).

Background Information. By clearly separating the interface from non-interface
content, users learn which parts they can trust and which should be treated with
caution, as they may originate from an untrusted source [27]. This visual dis-
tinction helps users build correct expectations of where trustworthy information
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and actions appear. In addition, restricting the rendering of external content
features that can imitate client UI cues (e.g., tooltip- or dialogue-like elements)
reduces the surface for UI redressing, and prevents attacker-controlled cues from
competing with genuine client indicators [38]. When deception cannot be fully
prevented at the rendering layer, adding UI elements with an unpredictable ap-
pearance (e.g., secret images) strengthens the trusted path by making it harder
for attackers to visually replicate security-relevant UI elements [10,21,44].

8 Conclusion and Future Work

Our paper aims to help developers create security interventions that are both
robust against attacks and genuinely usable. The guide details actionable guide-
lines for each of six issues identified from the literature. We expect developers
to be able to adopt these guidelines when designing usable security interven-
tions. For researchers this paper provides additional background information to
understand the rationale for our proposed solutions.

Future work will extend the guidelines to specific contexts such as URL-based
and email-based interventions, and evaluate them with developers in real-world
settings.
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