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Abstract. Forensic science disciplines typically apply a crime scene to
court room model, meaning trained forensic investigators attend scenes
of crime to identify and preserve evidence. Yet, in the world of digi-
tal forensics, non-specialist police officers are typically tasked with dig-
ital evidence recovery, preservation, handling, and triage. This can and
does result in unnecessary seizure of devices, inappropriate digital de-
vice handling, and ineffective triaging. Our fieldwork with specialist and
non-specialist officers and staff highlights how frontline officers are often
viewed as “the enemy” by digital specialists. Yet, like users of security
within organisations, these officers are often given impossible tasks and
expected to become ‘mini experts’ with limited guidance, training, and
support. In this paper, we reflect on how principles of usable security
can be applied to this area in policing, how these insights can help to
shed light on why triaging systems are ineffective, and how we can work
towards improving them.
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1 Introduction

In March 2024, we started an interdisciplinary collaboration conducting qualita-
tive research with three police forces in England, with the aim of understanding
how policing is applying triage practices in relation to digital devices. The team
included forensic scientists, legal scholars, a service design researcher, a crimi-
nal psychologist, and digital forensic specialists. As the project lead, the first
author has previous practitioner experience as a digital forensic examiner, and
now conducts research in the areas of usable privacy, security, and safety.

Digital device triage involves sorting digital devices in their order of im-
portance, prioritising devices based on the likelihood that they contain data of
investigative or evidential value [5,13]. This is often conducted to help reduce
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the number of devices being seized or examined, which is important within a
resource constrained environment like policing [5,8,7,13].

Over the course of the project, we found ourselves regularly reflecting on
knowledge and principles from user-centred security to help understand and
explain behaviours being observed. In her seminal work, Prof. Angela Sasse [1]
highlights how insufficient communication and collaboration between users and
security departments results in users not understanding security related issues,
and security managers failing to appreciate users’ tasks, needs, and perceptions
of security. As a result, security departments often view users as the “weakest
link” or, at worst, they see them as “the enemy”. Adams and Sasse [1] argue
that, rather than users being “the enemy” of security within organisations, users
should be considered as partners in the process of securing an organisations IT
infrastructure, with systems, processes, and policies needing to be developed
using user-centered design methods.

In this paper, we reflect on how our work intersects with knowledge and prin-
ciples from usable security literature, much of which has either been led by Prof
Angela Sasse, or heavily influenced by her work. We will argue that, in the area
of digital forensics, non-specialist officers (users) are similarly viewed as “the en-
emy" by digital forensic specialists. The complex nature of digital forensics, and
the speed at which technology and criminal use of technology evolves, together
with often ineffective approaches to forensic awareness training, contribute to
a form of digital learned helplessness or fatigue in relation to digital aspects of
policing - as seen in security [6,3,10]. Often, non-specialist officers reported ef-
forts to ‘keep up’ as being futile. Moreover, due to a lack of communication and
collaboration, poor usability of digital forensic submission systems, and ineffec-
tive training, non-specialist officers found workarounds to avoid having to engage
in triage decision-making. At the point of seizure, workarounds included seizing
all devices as opposed to more selectively triaging devices. At the point of sub-
mission for examination, workarounds included officers submitting the maximum
number of permitted devices per case with no clear strategy, and then repeating
this process in follow-up submissions. Workarounds often shifted triage decision-
making responsibility further down the investigative process. This, and other
workarounds that we identified and describe have developed within a highly
risk-averse policing environment.

2 Reflections

2.1 Police Digital Awareness Training

During our observations, we identified well-intention efforts to upskill non-spe-
cialist officers to improve levels of digital awareness. While specialist teams
worked to develop instructive materials such as how-to guides and process maps
to support non-specialist officers in the seizure, handling, and triaging of digital
devices, these were often ineffective as they were not accessible when contextu-
ally relevant. Aligned with findings from the usable security literature, while well
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intentioned, these initiatives did not consider the feasibility of front-line officers
applying this knowledge in practice [9].

When performing an evidence search at a scene, the pressured nature of
the environment [11] meant it would often be impractical to work through sup-
port materials. Moreover, the hierarchical structure within policing reinforced a
default compliance with authority or instruction over specialist expertise or guid-
ance. As such, officers would avoid making triage decisions, reverting to a “seize
all” approach. Similar to findings from usable security research that highlight
how security awareness training is often viewed by organisations as the solution
to the problem [2], we found training being used to address low levels of digital
awareness amongst non-specialist staff. There appeared to be an expectation
that training should address the problems, without appropriate consideration of
the practical application of the training and guidance provided, and pressures of
the search environment.

2.2 Poor usability of systems resulting in problematic workarounds

We identified digital device triage occurring at multiple points during an inves-
tigation. In addition to during evidence search, triage also occurred when digital
devices were submitted for examination into a digital forensics unit (DFU). At
this point, officers were typically required to complete a device examination re-
quest form which would be evaluated by a specialist gatekeeping team. This
team would assess the submission to ensure it met certain criteria. For exam-
ple, whether it was necessary and proportionate to examine, considering the
circumstances of the investigation and the lines of enquiry being followed.

This was a critical point in the investigation as it was often the first time
direct communication occurred between the investigation team (police officers)
and digital forensic specialists. This presents an opportunity for officers and
specialists to engage in a form of collaborative decision making, with investiga-
tors (experts in their investigation) collaborating with digital specialists. Yet, we
identified significant challenges within this process. Device examination request
forms were often poorly completed, making it difficult for specialists to evaluate
the devices being submitted, and to support officers in triaging at the point of
submission. Officers would often engage in “copy and paste" policing, completing
forms using generic wording from previous submissions to avoid having to think
about the digital aspects within their investigation.

However, we found submitting officers often lacked understanding of the
forms, felt they were overly burdensome and repetitive, without clear direction
as to why questions were being asked, and how they should respond to them.
Moreover, forms were typically developed to meet the needs of digital specialists
within DFUs, without meaningfully considering the needs and limitations of the
submitting officers. This resulted in officers feeling unable to adequately complete
the submission request forms, leading to identified workarounds. As an example,
forms typically required officers to select the types of data they were requesting
to be extracted. Lacking the knowledge to determine which data types would
support their line of enquiry, many officers applied workarounds that involved
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them selecting “all data" to be extracted, inadvertently causing their requests to
become disproportionate and unnecessary, causing delays to investigations.

3 Conclusions

Digital forensics differs from other forensic science disciplines as it does not follow
a crime scene to courtroom model. As a result, non-experts are heavily involved
in seizure and processing of digital devices, including triaging devices at-scene
and at the point of submission for examination. Findings highlight poor usability
of submission forms used by officers, and lack of consideration around the practi-
cal application of training and guidance provided. As we see in the field of usable
security, this can lead to feelings of learned helplessness and the development of
workarounds. In this context, it can result in problematic seizure of devices, and
non-proportional requests for data acquisition from devices. Drawing on these
principles, our work provides a set of recommendations to enhance digital triag-
ing processes, including the use of co-design [4,12] in developing usable officer
facing submission forms, and developing training and guidance that is embedded
within the workflows of officers. Longer-term, we advocate for a transition to a
crime scene to courtroom model, for digital forensics.
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