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Abstract. Debates in security, privacy, and artificial intelligence are
frequently characterized by persistent disagreement and apparent dead-
lock. Despite decades of progress driven by the socio-technical paradigm,
many ethically charged long-running controversies, such as governmental
surveillance have not seen much convergence and are being joined by new
dilemmas from the AI domain, such as Al mental health support. This
paper argues that a key reason for deadlocked debates is the treatment
of ethics as an implicit, secondary, or purely normative concern, rather
than as an integral and researchable component of system design.

To address this issue, the paper proposes extending the socio-technical
paradigm to an ethico-technical paradigm. In this new framing, ethi-
cal assumptions, value trade-offs, and normative goals are made explicit
alongside technical and socio-technical constraints. Using case studies
from security and privacy (the Crypto Wars) and AI (LLM-based mental-
health counselling), the paper illustrates how ethical disagreements are
often conflated with technical or empirical disputes, leading actors to
talk past one another.

The ethico-technical paradigm also advocates a shift from adversarial de-
bates (aimed at convincing an adversary) toward structured deliberations
(aimed at jointly reasoning through options to reach a well-considered
decision).

By explicitly acknowledging pluralism in ethical reasoning and integrat-
ing ethical, behavioural and system research, this approach aims to en-
able more constructive deliberation, clearer design requirements, and ul-
timately more ethically robust security, privacy, and Al systems that can
achieve broader consensus.
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1 Introduction

The seminal work Users Are Not the Enemy by Adams and Sasse [8] created
a pivotal shift in the security and privacy domain, moving the field from a
purely technical conception of systems toward a human-centred, socio-technical
perspective. This, for the time, radical shift from the status quo led to more
than two decades of productive research and substantial improvements in the
design and usability of security and privacy systems. Central to this paradigm
was the principle that systems should adapt to their users, rather than requiring
users to adapt to systems. Through this researchers and practitioners were able
to address challenges that had previously been regarded as intractable [33].

A key factor in this success is that the challenges had a clear goal to improve.
Challenges involving opposing goals such as seen in ethical dilemmas are the
next frontier. While existing methodologies allow opposing views to be studied,
the field lacks a guiding philosophy to help navigate these disagreements and
work toward consensus. At the core of such conflicts often lies a complex tangle
of ethical and technical issues. Addressing these challenges requires extending
existing the socio-technical view to an explicitly ethical-technical systems view
with more complex and potentially competing goals.

2 Ethico-technical Paradigm

Computing professionals and tech companies frequently design systems with
substantial societal impact. While some projects are relatively ethically neutral,
such as text editors, file compression tools, or basic operating systems. Others
are inherently entangled with ethical concerns and frequently give rise to ethical
dilemmas. Such dilemmas are particularly pronounced in the security and pri-
vacy (S&P) and AI domains. In S&P these include issues such as 1) government
surveillance, corporate tracking and parental monitoring vs encryption, privacy,
and civil liberties or 2) free speech vs content filtering and online harassment.
The field of Al is similarly characterised by pervasive ethical dilemmas such as
3) autonomous surveillance, creation of misinformation or other enhancements
of S&P issues vs Al defences, as well as an independent domain, e.g. 4) produc-
tivity gains vs worker displacement, 5) concentration of power vs empowerment,
6) curing disease vs. bio weapon creation. Many of these topics are especially
challenging due to their complex interplay of ethical and technical considera-
tions.

Although the field of computer science has successfully moved from a purely
technical understanding of systems toward a socio-technical perspective, tech-
nology and ethics are still often treated separately. Technical and behavioural
research commonly focuses on system improvement, with ethical assumptions left
implicit. For example, assuming that enhancing a feature is inherently morally
justified. While this assumption has often been warranted, the absence of explicit
ethical articulation has also contributed to tensions and unresolved conflicts. The
following section introduces two ethical-technical dilemmas that serve as running
examples throughout the paper.
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2.1 S&P Ethical Dilemma: Governmental surveillance / Crypto
Wars

The “Crypto Wars” [29] refers to the ongoing conflict between government au-
thorities and privacy advocates regarding the use and regulation of strong en-
cryption technologies. It started over 30 years ago with Clipper Chip [13] and
PGP [20, pp. 63ff.]. A new round of high-profile debates started after 9/11, and
the Snowden revelations in 2013 [35]. Large tech companies implemented en-
cryption as a user-friendly default for their services to counter the NSA’s mass
surveillance. Almost overnight, the world went from only a few tech-savvy people
using encryption to many instant messages, online storage services and devices
being encrypted by default. In the wake of this mass proliferation of encryption,
governments and law enforcement agencies stated their alarm and raised the "go-
ing dark" concern. The technical and legal means of circumventing encryption
which were suggested were fiercely debated [7].

The debate has seen a fresh rise in intensity following Apple’s aborted 2021
proposal of client-side scanning (CSS) to fight the rising proliferation of online
Child Sexual Abuse Material (CSAM) [10]. Apple dropped the plan due to fierce
opposition by privacy activists and researchers [6]. However, the idea is still be-
ing actively pursued by the Commission of the EU with the 2022/0155(COD)
CSA Regulation (a.k.a. Chat Control). This would require a form of CSS from
all e-mail and messenger providers operating in the EU. In a further repeat of
the debate, the regulation has attracted harsh criticism from the tech commu-
nity [18,14]. There are also reports of significant internal divisions among the
EU’s parliament regarding the proposal [31].

On the matter of privacy and surveillance the EU [3] states: “The Euro-
pean Convention on Human Rights protects the right to respect for private life,
the home and correspondence. This includes protecting the privacy of messages,
phone calls, and emails. Governments can only interfere with these rights when it
18 specifically allowed by law, and done for a good reason — like national security
or public safety.”

The ethical dilemma is that there is significant disagreement on how to bal-
ance these competing goods, both conceptually and technically.

2.2 Al Ethical Dilemma: LLM Mental Health Counselling

While the above dilemma highlights a long-standing and intractable debate for
the AI ethical dilemma will be illustrated much more recent issue. With the
rise of large language models (LLMs) many teenagers have turned to these Al
chatbots to discuss personal and emotional issues. While the effect of this trend
overall seems to be positive [27], there are also tragic cases, e.g. in which parents
allege that an Al chatbot encouraged their teenaged child to commit suicide®.
The ethical dilemma in this example is whether the benefits experienced by some

! https://www.bbc.co.uk/news/articles/ce3xguyywedo
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users justify the continued deployment of such systems when others may be seri-
ously harmed. The associated technical question is whether effective safeguards
can be implemented to sufficiently mitigate these risks.

2.3 Ethical Frameworks

To help computing professionals navigate these kinds of dilemmas the two largest
professional bodies, the IEEE and the ACM, both publish ethical guidelines for
their members and the wider computing community. Both focus on protecting
the “public good”. The first item of the IEEE guidelines [5] states: “I. to hold
paramount the safety, health, and welfare of the public, to strive to comply with
ethical design and [...], to protect the privacy of others”

This calls on practitioners to protect the safety, health and welfare of the
public and to protect privacy. The fact that privacy can have both positive and
negative effects on public health and safety and how to deal with this dilemma
is not addressed.

The ACM guidelines [1] also focus on the public good: “The Code is designed
to inspire and guide the ethical conduct of all computing professionals,/...]The
Code includes principles formulated as statements of responsibility, based on the
understanding that the public good is always the primary consideration. [...] This
obligation includes promoting fundamental human rights and protecting each in-
dividual’s right to autonomy. An essential aim of computing professionals is to
minimize negative consequences of computing, including threats to health, safety,
personal security, and privacy.”

The ACM offers extra guidance by providing example harms to be avoided:
“harm means negative consequences, especially when those consequences are sig-
nificant and unjust. Examples of harm include unjustified physical or mental
mgury, unjustified destruction or disclosure of information, and unjustified dam-
age to property, reputation, and the environment. This list is not exhaustive.”

However, the ethical conflicts introduced above are not addressed in the
guidelines or the ethical case studies [4]. The guidelines also explicitly state:
“The Code is not an algorithm for solving ethical problems; rather it serves as
a basis for ethical decision-making. When thinking through a particular issue,
a computing professional may find that multiple principles should be taken into
account [...[, understanding that the public good is the paramount consideration.”

Which frameworks can and should be used, how the public good is defined,
and how ethical dilemmas can be solved is left open. Interestingly, the prominent
use of the concept “public good” and the “avoidance of negative consequences”
suggest a utilitarian / consequentialist [34, pp. 230ff.] ethical viewpoint. The
use of personal autonomy, non-maleficence and justice reflect concepts from the
ethical frameworks of principlism [12] as suggested by the Belmont Report [2]
and Beauchamp and Childress [12]. Human rights (ethics) are named explicitly.

However, these frameworks can lead to conflicting assessments both between
and within each other and have been criticized for their mix-and-match capabil-
ity of selecting weights or principles to suit a priori beliefs [15,22].
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The research field of Cybersecurity Ethics goes into more detail and suggests
concrete frameworks and discusses their application. Experts discuss many pos-
sible options. From normative ethics: Deontology [23, p. 85|30, p. 82| [17,25],
Contractualism [23, p. 88], (Human) rights-based ethics [23,16, p. 77|, Con-
sequentialism [36, p. 137], Utilitarianism [30, p. 85][23,25], Virtue Ethics [30,
p. 69][19, p. 2] , Contextual Integrity [23, p. 90], Communitarian ethics [30,
p. 76|, and Hobbes’ theory [28]. From applied ethics: Principlism [23, p. 75][19,
p. 1], Casuistry (case-based reasoning) [19, p. 3], ART [32], and Ethics of risk [23,
p. 82|.

Much of the existing work in the field of cyber-ethics is prescriptive, focusing
on how ethical issues ought to be interpreted, i.e. a top-down view. This mir-
rors earlier systems-oriented approaches to security and privacy, where experts
prescribed how systems should be used while largely neglecting how they are
actually used within socio-technical contexts. This paper argues that addressing
the complex ethical challenges requires a similar shift toward an explicitly ethico-
technical perspective which is grounded in empirical evidence. This encompasses
several aspects.

1) Recognising Ethical Dimensions in Technical Systems

A necessary first step is to raise awareness and foster a willingness to ex-
plicitly engage with ethical considerations within a field that has traditionally
been predominantly technical. The foundations established by the socio-technical
community provide a valuable basis for this evolution. Important recent develop-
ments in this direction are the call for the use of ethical frameworks in security
research by Kohno et al. [25] and the 2025 decision by the USENIX Security
Conference to mandate that authors include an explicit ethics section?, requir-
ing them to discuss the ethical implications of their work, even when the authors
merely state that no ethical implications are perceived.

2) From Adversarial Debate to Structured Deliberation

The prevailing mode of discourse concerning security, privacy, and Al dilemmas
is adversarial, e.g. [9,26]. Ethical conflicts are framed as binary oppositions:
privacy vs. security, prevention of online abuse vs. free speech, Al innovation
vs regulation, worker displacement vs. productivity gains. Each side typically
presents both ethical and technical arguments in support of its position, often
without giving a grounded chain of reasoning.

This adversarial structure creates several problems. First, it encourages par-
ticipants to defend fixed positions rather than explore trade-offs or shared val-
ues. Second, it incentivizes selective use of evidence to support normative claims,
rather than careful examination of uncertainty or limitations. Third, it reinforces
moral polarization, where opposing viewpoints are perceived not as alternative
value configurations but as ethically deficient or misguided. The choice of naming
the Crypto Wars as a war illustrates this very clearly.

2 https://www.usenix.org/conference/usenixsecurity25/ethics-guidelines
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To address these challenges, this paper proposes reframing ethical conflicts
in security, privacy, and Al as deliberations rather than debates. Deliberation
emphasizes collective reasoning, transparency of values, and exploration of al-
ternatives, rather than persuasion and victory.

In a deliberative framing, the central question shifts from “Which side is
right?” to “What kind of system should we design, given explicit ethical goals,
technical constraints, and empirical evidence about human behaviour?” This re-
quires acknowledging that ethical disagreements may not be fully resolvable, but
can nevertheless be systematically explored and operationalized in design. Such
deliberation demands a framework in which ethics is not an implicit background
assumption, nor a purely normative overlay, but an explicit and researchable
component of ethico-technical systems.

3) Disentangling Ethical and Technical Issues

To enable more productive deliberations it is imperative to understand whether
disagreements are rooted in ethical or technical issues. For instance disagree-
ments in the surveillance-for-security versus privacy debate two actors may dis-
agree because they:

1. use different ethical frameworks (e.g., deontological vs. consequentialist rea-
soning).

2. use the same ethical framework but interpret or apply it differently (e.g.,
divergent harm-benefit weightings within consequentialism).

3. agree on both the ethical framework and its normative application, yet dis-
agree on empirical or technical claims about how a surveillance technology
actually operates in practice.

As a result, debates frequently conflate ethical disagreement with techni-
cal or empirical disagreement, leading participants to talk past one another.
In the security example, a privacy advocate may reject surveillance on deonto-
logical grounds, holding that mass monitoring is intrinsically wrong regardless
of outcomes. A security advocate may support surveillance on consequentialist
grounds, arguing that the prevention of serious harm outweighs infringements
on individual privacy. However, the alignment can also invert: A security ad-
vocate may argue deontologically that the state has a moral duty to protect
citizens from harm. A privacy advocate may argue consequentially that surveil-
lance systems produce net societal harm. Even when both sides use the same
ethical framework, disagreement may persist: Two consequentialists may assign
different weights to harms and benefits. Two virtue ethicists may prioritize dif-
ferent virtues (e.g. safety, trust, autonomy, justice). Finally, even when there is
ethical agreement, disagreement may remain at the technical or empirical level,
for example over how effective, accurate, or prone to abuse a given surveillance
technology is.

Distinguishing these cases and making them explicit for the deliberations is
a cornerstone of the ethico-technical system paradigm.
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4) Articulating Ethical Standpoints and Value Pluralism

Once the ethical and technical issues have been disentangled and clearly stated,
deliberations can be structured much more clearly as well. Actors can see whether
their disagreements are rooted in value conflicts or different assessments of tech-
nological or socio-technical ramifications.

At this point it should be noted that not all dilemmas will be solvable.
However, using the ethico-technical paradigm it should be possible to clearly
state at which point no agreement can be found and no further acrimonious
debate is needed. That said, even strongly opposing ethical views usually hold
the potential to find common ground over the course of an ethical discussion.
For instance, deontology and consequentialism at first glance seem diametrically
opposed and impossible to reconcile. However in practice it is unlikely that people
use the theoretical extremes of these frameworks.

For example, the duty “not to kill” is widely accepted across societies, yet
commonly allows exceptions, such as self-defence or the defence of others. In the
AT context, a deontologist might argue that any system capable of harming a hu-
man should be categorically prohibited. However, it seems likely that in practice
most deontologists would have a threshold where the outcome does outweigh the
principle. This position is commonly described as threshold deontology [24].

Conversely, even consequentialists are unlikely to endorse all net-positive
trade-offs; for example, a system that prevents 1,001 suicides while encouraging
999 may still be regarded as unacceptable. While such trolley-style scenarios are
necessarily oversimplified and extreme and the ethical frameworks have theoret-
ical problems [37], they could prove useful in deliberation as tools for identifying
shared ethical boundaries.

It seems likely that many professionals share common high-level values, such
as enabling help for vulnerable individuals while avoiding harm, or preventing
crime without unjustifiably sacrificing privacy. Consequently, some disputes may
stem less from fundamental value conflicts than from failures to disentangle
ethical reasoning from assumptions about technological capabilities. Making this
distinction explicit can enable clearer requirements for ethico-technical systems
and foster more constructive deliberation than is typical in current debates.

5) Grounding Ethical Positions in Empirical Evidence

The ethico-technical paradigm contains three distinct forms of empirical evi-
dence. User Studies: The previous section includes several conjectures regarding
the views and behaviours of relevant actors. As in the socio-technical paradigm,
user studies are therefore required to give these a scientific grounding. It will be
necessary to investigate which ethical frameworks are employed by actors in this
space, and how they are (often implicitly or subconsciously) applied in practice.
While there are arguments for absolutism in the use of ethical frameworks [21]
if in practice actors use thresholds then theory needs to adapt to reality and
not the other way around. Methodological insights can be drawn from the field
of behavioural ethics (BE) [11]. To date, however, behavioural ethics has not
addressed ethico-technical dilemmas of the kind discussed here, and most BE
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research abstracts away from technological detail. Nonetheless, the combination
of BE with human-ai interaction and behavioural security and privacy appears
promising.

System Studies: Next, building on the clarification of ethical positions, it
becomes possible to identify which system features and outcomes need to be
measured. Examples include harm—benefit ratios in Al-based counselling systems
or true-positive and false-positive rates in client-side scanning (CSS) systems for
detecting CSAM. While some of this evidence can be obtained through user
studies, other aspects require technical system analyses and the collection of
data from operating entities.

AT “User” Studies: Al agents already autonomously design, implement and
operate a wide variety of systems with ethical implications. There is an active
debate on whether Al agents are sentient or merely prompted statistical parrots.
Either way a comprehensive understanding of ethico-technical systems requires
understanding how these AI agents interact with ethical issues. This will require
large scale technical experiments as well as studying Al agents, in a manner
analogous to how human users are studied. Since it is unknown if/when sen-
tience is reached it seems prudent to conduct these agent studies with ethical
considerations.

3 Conclusion

The socio-technical paradigm pioneered by Angela Sasse and colleagues has be-
come a well established and mature research domain in S&P. This has lead
to greatly improved technology by making usability an explicit and research
worthy-component of S&P systems.

Inspired by this, this paper argues to make ethical aspects an explicit and
research-worthy component to tackle a new class of problems. Unlike many chal-
lenges in the domain of usability, ethical dilemmas introduce value pluralism
entangled with differences in ethical interpretations and technical aspects. To
tackle this, this paper proposes a new ethico-technical paradigm.

The paper has outlined several pillars of this approach: fostering awareness
of ethical dimensions in technical systems; shifting from a debate mindset to
deliberation; explicitly articulating ethical standpoints and design goals while
acknowledging value pluralism; and grounding ethical claims in empirical evi-
dence through user studies, system analyses, and Al agent studies. Importantly,
the ethico-technical paradigm does not promise consensus in all cases. Rather,
it provides a structured means of identifying where agreement is possible, where
trade-offs must be made explicit, and where irreducible value or technical con-
flicts remain.
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