
Usability of Digital Forensics: A New Approach
Inspired by Usable Security

Tobias Hoppmann and Zinaida Benenson

Department of Computer Science, Friedrich-Alexander-Universität
Erlangen-Nürnberg (FAU), Erlangen, Germany

Abstract. The field of usable security led to numerous improvements
in IT security by anticipating and integrating users’ requirements, moti-
vations, and behaviors. Many successful enhancements arose from simple
or unconventional adjustments to workflows, enabled by considering user
context, capacities, and needs.
One important area of IT security remains largely untouched by these
insights: digital forensics. Despite significant technological and method-
ological advances over the past decades, many challenges in this field
persist or have intensified. In particular, within criminal proceedings,
the perspectives of users and stakeholders, as well as the broader contex-
tual factors, are often overlooked in favor of a narrow focus on evidence-
or case-specific issues, leaving workflow and user needs unaddressed.
This paper provides a brief overview of the emerging research field of the
usability of digital forensics in criminal proceedings, which integrates con-
cepts of usability and usable security to address systemic challenges faced
by digital forensics within its interdisciplinary and complex context. We
outline key challenges, the current state of research, the potential for
integration of the proposed model into digital forensics, and prospects
for future developments.
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1 Introduction

For more than 25 years, research in the field of usable security has focused on
how to improve the usability of tools, interfaces, and processes. Its findings have
increasingly been transferred to new contexts, for example by Acar et al. [1], who
extend usable security to developer-centered security. In a similar vein, this paper
informs an emerging and closely related field within IT security: the usability of
digital forensics in the context of criminal proceedings.

Due to the social significance and impact of criminal proceedings, new solu-
tions must be found to overcome the numerous challenges in digital forensics.
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Examining digital forensics together with criminal proceedings from a usability
perspective represents a novel approach to addressing these challenges by adopt-
ing a systemic, rather than case- or evidence-focused, viewpoint. In this paper,
we present some important challenges as well as the concept behind the usability
of digital forensics in criminal proceedings and show the directions in which this
field could develop in the future.

2 Challenges of Digital Forensics in Criminal Proceedings

Digital forensics and digital evidence play an increasingly important role in crim-
inal proceedings [8]. At the same time, the field faces growing challenges which
no longer seem to be manageable by technological approaches alone, includ-
ing increasing data volumes, backlogs, the expanding diversity of hardware and
software, the migration of data to cloud environments that span multiple legal
jurisdictions and the demand for rapid provision of results [6, 8, 9, 17].

Criminal proceedings add further complexity through the involvement of di-
verse actors who collect digital evidence, conduct investigations, or rely on digital
forensic results for decision making. Effective prosecution therefore depends on
the interaction between digital forensic experts and these stakeholders [17], yet
this relationship is not sufficiently examined. A likely reason is the strong orien-
tation of digital forensics toward classical forensics and its historical framework
as an analytical laboratory discipline, in which quality is primarily defined by
methodological rigor and minimization of human influence [8, 19].

Tools and methods from digital forensics are used not only by forensic experts
but also by investigators and other practitioners in criminal proceedings. Prose-
cutors, defense attorneys, and judges primarily engage with forensic results and
increasingly digital evidence and related tools. Due to the high number of cases
and the routine presence of digital evidence at crime scenes, evidence preserva-
tion is often carried out by minimally trained or untrained personnel rather than
forensic experts [4, 12, 23].

As a result, criminal proceedings involve numerous interfaces with highly
heterogeneous user groups with regard to digital skills, such as police officers,
investigators, prosecutors, attorneys, judges, and digital forensic experts. Hibshi
et al. [11] examined the usability of various digital forensic software tools in a
study that combined interviews with digital forensic experts and a survey with
participants of different backgrounds and technical knowledge. They found that
the tools are not user-friendly or intuitive to use and do not support much collab-
orative work, which can easily lead to misinterpretations and negative impacts
on cases. They also discovered that participants had different requirements in
terms of simplicity and range of functions.

Further research by Roux et al. [19] and Wilson-Kovacs [23] documents in-
stances of frictions between some of these groups and attributes them to factors
embedded in broader organizational, procedural, and integrative contexts. Her
work emphasizes the importance of a holistic perspective that considers all pro-
cesses within criminal proceedings. Furthermore, Roux et al. [19] highlight the
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scarcity of empirical research on forensic science in general and argue that its
contribution, effectiveness, and efficiency are rarely examined within a compre-
hensive contextual framework.

Recent studies highlight the growing significance of human factors and col-
laboration between different user groups in digital forensics. Cognitive bias has
been shown to influence forensic decision making across all phases of the pro-
cess [18, 21], while structural shifts toward decentralized forensic units reflect
increasing operational demands [6]. Technological developments such as Digital
Forensics as a Service (DFaaS) further facilitate cooperation, joint investiga-
tions, and broader access to forensic results for stakeholders, including prosecu-
tors and judges [3].

An increasingly important issue in digital forensics concerns stress responses,
which can affect not only individual well being but also cognitive performance.
Kelty et al. [15] report that digital forensic practitioners are frequently exposed
to challenging material and high volumes of evidence, which can result in job
strain, burnout, or secondary traumatic stress. Their findings indicate that sup-
portive and resilient leadership, effective work environments, reduced exposure
durations, and the provision of stress related leave represent promising organi-
zational measures for these challenges.

Similarly to the findings of Adams and Sasse [2], many of these challenges
have the potential to cause errors, misunderstandings, friction, and stress, high-
lighting the need for improved usability, better mutual understanding, and better
coordination of organizational and work processes. In criminal proceedings, dig-
ital forensics interacts with various other disciplines, organizational structures,
laws, and user groups, requiring additional knowledge, effort, and adaptation.

3 The Concept of Usability in Digital Forensics

To describe our understanding of the usability of digital forensics in criminal
proceedings, we first outline the concepts introduced in Hoppmann et al. [13],
our initial paper on this topic. We then extend this approach by examining how
the proposed model can be embedded within the broader ecosystem of digital
forensics and by providing a brief overview of the challenges arising from the
complex interplay between digital forensics and criminal proceedings. As a point
of departure, we begin by presenting the definition of the usability of digital
forensics in criminal proceedings:

Definition 1 (Usability of Digital Forensics in Criminal Proceedings).
The extent to which digital forensic principles, methods, tools, and the presen-

tation of their results can be used by the parties involved to contribute to the
overarching goal of establishing the truth in criminal proceedings as comprehen-
sively as possible, considering effectiveness, efficiency, and satisfaction.

The presented definition is based on the fundamental definitions of digital
forensics according to Palmer [16] and usability by ISO/IEC 9241-11 [14] and
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combines these with the overarching goal of uncovering the truth as comprehen-
sively as possible in the context of criminal proceedings. Although this objective
derives from German law, it seems to adequately reflect the overarching purpose
of criminal proceedings in other constitutional systems as well. Focusing on the
purpose of criminal proceedings also corresponds to calls for greater considera-
tion of the investigation process alongside court proceedings (both of which are
part of criminal proceedings), as advocated by Roux et al. [19], for example. The
use of the term “contribution” clarifies that this goal cannot be achieved solely
or exclusively through digital forensics. At the same time, it appears to be a
suitable guiding principle for digital forensics and digital investigations.

The definition’s openness with regard to various parties involved in criminal
proceedings makes it possible to apply the approach in different legal systems
and to involve a wide range of actors in criminal proceedings. In addition, it
is emphasized that the concept must be considered in light of the ISO 2018
usability criteria, taking into account effectiveness, efficiency, and satisfaction.

3.1 The Adaption of Usable Security Design Criteria

In addition to the applicability of the three usability criteria, effectiveness, ef-
ficiency and satisfaction, we showed in [13] that five design criteria for usable
security derived from the work of Sasse et al. [20] can be transferred to digital
forensics. These include tasks and goals, capabilities and limitations of users,
capabilities and limitations of technologies, social as well as physical context.
Although the capabilities and limitations of users and technologies can be trans-
ferred without difficulties, we need to extend the social context with a legal
dimension and the physical context with a virtual context. In the specific con-
text of criminal proceedings, legal requirements, such as laws, organizational de-
pendencies, and procedural rules, play a substantially stronger role and should
therefore be considered on equal footing with the social context. Additionally,
extending the physical context to include a virtual context appears appropriate
to better distinguish, for example, physical and virtual work environments such
as crime scenes or cooperative DFaaS working environments.

In comparison, tasks and goals are identified as the decisive factor that dis-
tinguishes usable security from the usability of digital forensics in criminal pro-
ceedings. Whereas IT security measures typically represent secondary tasks and
goals, digital forensic activities in criminal proceedings directly contribute to
the primary tasks and goals of criminal proceedings included by the definition.
Due to the contribution to uncovering the truth assumed in the definition, digital
forensics and its tasks and goals become a primary contribution, regardless of the
decision of the parties in the court proceedings to introduce its results. Therefore,
we classify tasks and goals, together with the usability criteria of effectiveness,
efficiency, and satisfaction, as core criteria that must always be considered when
assessing the usability of digital forensics in the context of criminal proceedings.
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3.2 Subdivision of Usable Digital Forensics

The field of usable digital forensics becomes significantly broader when situated
within the even more comprehensive context of criminal proceedings. Beyond
the already extensive scope of digital forensics itself, we proposed a division
into three sub-aspects: human, technical, and organizational [13], visualized in
Figure 1.

As illustrated there, the extended design criteria presented in Section 3.1
can be systematically mapped onto these three sub-aspects. The capacities and
limitations of users and technologies are assigned to the human and technical
aspects, respectively. In contrast, the two more environmental and contextual
criteria are associated with the organizational aspect, where they are aligned
more closely to human- or technology-centered considerations.

However, this subdivision must not be interpreted as absolute, as the ma-
jority of problems in digital forensics incorporate aspects of all three domains.
Instead, classification should be conceptualized as a relative positioning within a
continuous problem space spanned by the three domains, as shown in Figure 1,
in which individual problems exhibit varying degrees of alignment with each
domain.

Fig. 1: Exemplary presentation of the
coverage of various digital forensics is-
sues (a to c) within a spectrum of or-
ganizational, human, and technical as-
pects.

Fig. 2: Presentation of usability in
digital forensics as additional lay-
ers and the transition from digital
forensics requirements to the three
usability criteria.

3.3 Usable Digital Forensics as an Additional Layer

Although the proposed definition is grounded in a strong theoretical foundation,
we believe that the model remains susceptible to potential misconceptions. These
include the conflation of usability and usefulness, as well as possible concerns
that applying usability principles might negatively affect the quality of digital
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forensics, which holds a central position within forensic practice [19]. In the
following, we will show that these misunderstandings can be dispelled by pre-
senting usability as an additional layer above digital forensics and investigations,
as illustrated in Fig. 2.

To clarify the distinction between usability and usefulness, we argue that
usability refers to the interaction between users and a system, while usefulness
refers to the actual needs of users to achieve their individual and case-specific
goals [22]. This understanding aligns with terminology commonly used in the
fields of usability [14] and digital forensics, as reflected, for example, in the work
of Gruber et al. [10] on the usefulness of phenomenon-specific knowledge of cy-
bercrime in digital investigations. The concept of usability of digital forensics in
criminal proceedings focuses more strongly on technological and organizational
interfaces as well as on the capacities and limitations of users and technologies,
with the criminal proceeding serving as the unifying context. This perspective
is therefore systemic rather than case- or evidence-specific.

If the two concepts are conflated, for example, when usability is equated
with usefulness for a particular party, concerns may arise that usability could
undermine the requirements of digital forensics. Digital forensics is governed
by numerous requirements, such as objectivity, reproducibility, traceability, and
preservation of integrity and authenticity [5]. In contrast, usefulness may vary
substantially between parties, for instance, with regard to the value of digital
evidence for the prosecution or defense in court. Both, general quality criteria and
party specific usefulness, can be understood as measures of goal attainment and
thus of effectiveness. To distinguish between them more clearly, we refer to the
former as suitable quality criteria and to the latter as useful quality criteria. In
this sense, it seems important to clarify that when we use the term “suitability,”
we are arguing about whether the object of consideration is a good fit for the
nonpartisan goals of criminal proceedings.

Comparable conceptual relationships can also be identified for the two re-
maining usability criteria: efficiency and satisfaction. Efficiency allows the inte-
gration of considerations related to effort and resource use with legal require-
ments such as proportionality and principles of acceleration and satisfaction
adds a dimension that captures user expectations and diverse user responses,
including physical, cognitive, and emotional reactions.

We therefore argue that the requirements of digital forensics can be mapped
onto the three usability criteria, which reorganize these requirements and make
them accessible for usability analysis without altering their core substance. From
our perspective, usability criteria and contextual factors, such as tasks and goals,
as well as the contexts, capacities, and limitations presented in Section 3.1,
represent additional layers above digital forensics and investigations. By basing
itself upon digital forensics and investigations, the core principles of these fields
remain unaffected by the concept of usability. However, the challenge of this
approach lies in correctly transferring criteria and problems to the domain of
usability.
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3.4 The Challenge of Complexity

Another key distinction between usable security and the usability of digital foren-
sics lies in the degree of interdisciplinary complexity. Although both domains are
inherently interdisciplinary, applying usability to digital forensics further ampli-
fies this complexity.

In classical digital forensics, forensic science and computer science are consid-
ered foundational scientific disciplines, complemented by digital investigations
as both a practical origin and a field of research [7]. The inclusion of usability
and usable security research, as well as the context of criminal proceedings, in-
troduces new influences from previously external disciplines ranging from law
and cybercriminology to neuroscience. Integrating these diverse concepts into a
single field of research is undoubtedly a challenge. At the same time, the almost
universal applicability of usability research offers the opportunity to serve as an
interface between these fields.

Although we primarily focused our definition of usable digital forensics in
criminal proceedings (Definition 1) on the theoretical and scientific areas of
forensics and computer science, this approach requires further development in
the direction of digital investigations in order to promote greater integration
into criminal proceedings. Investigation is a key part of criminal proceedings,
especially when it comes to incorporating more user groups, such as police in-
vestigators or prosecutors, into digital forensic processes. Figure 3 shows the
different scientific influences and, by adjusting the perspective of the graphic,
illustrates the need to continue to evolve the approach to incorporating digital
investigations.

4 Conclusion

Digital forensics faces increasing technical, organizational, and human challenges
in criminal proceedings. This paper provides a brief overview of some of these
challenges and outlines the core idea underlying the usability of digital forensics
in criminal proceedings. Although the proposed concept is still at an early stage,
it offers a structured overview of the field that goes beyond tool usability and
explicitly accounts for organizational and human factors.

The perspective enabled by this concept moves beyond evidence-focused and
case-specific views and appears increasingly necessary, as fundamental challenges
such as backlogs continue to intensify despite advances in digital forensics, while
new challenges are likely to emerge, for example through the growing potential
for interdisciplinary collaboration enabled by DFaaS.

In addition to highlighting the definition proposed by Hoppmann et al. [13],
which is based on established principles of digital forensics, usability, and crim-
inal proceedings, we describe the adaptation of the usability principles and the
design criteria derived from the work of Sasse et al. [20] and how it differs from
these. Furthermore, we demonstrate how this concept can be embedded within
digital forensics in criminal proceedings and discuss the dimensions of complexity
that characterize this research area in this context.
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Fig. 3: Presentation of the core scientific foundations of digital forensics: forensic
science, computer science, and digital investigations. The perspective distortion
suggests that usable digital forensics must continue to develop in the direction of
digital investigations. In addition, the influences of previously external scientific
areas, which must also be considered in the usable digital forensics approach,
are indicated.
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The model and the definition of usability of digital forensics in criminal pro-
ceedings provide a robust foundation as well as clear points of departure for
targeted further development. In particular, a more fine-grained differentiation
of the three aspects of human, technological, and organizational nature enables
the systematic structuring of the relevant domains that contribute to usabil-
ity in this context. Based on this, appropriate methods for evaluating usability
can be selected and applied. In addition, the integration of digital investigations
into the model and the empirical demonstration of its applicability represent
key avenues for extension. In summary, these approaches offer promising and
substantial perspectives for future research in this field.

The presented concept has the potential to address a range of systemic chal-
lenges in digital forensics by focusing analysis on effectiveness, efficiency, and
satisfaction. This includes, for example, organizational issues in workflow, tech-
nical aspects such as tool usability, and human factors, including the need to
mitigate stress responses.

We hope that our research will also inspire scholars from various disciplines
to explore usability in the broader context of criminal proceedings as a means
of addressing challenges in digital forensics, just as we were inspired by research
in the field of usable security to develop the concepts presented here.
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