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Abstract. High-profile ransomware incidents, such as the April 2025 at-
tack on Marks & Spencer, highlight a persistent paradox in cybersecurity:
major organisations still suffer severe disruption following a single human
error. This paper argues that the prevailing focus on phishing click rates
as a primary indicator of human cybersecurity risk is both conceptually
flawed and unnecessarily costly. Drawing on psychological research, we
show that humans are inherently poor at deception detections and that a
non-zero baseline of phishing victimisation is unavoidable, regardless of
technological literacy or how often employees complete mandatory cyber-
security trainings. Framing cybersecurity performance around click rates
encourages blame, erodes trust, and obscures deeper organisational and
systemic risk factors. We propose a shift from prevention-centric metrics
toward holistic human risk management that emphasises behavioural
indicators, organisational culture, psychological safety, and response ca-
pacity. By embedding cybersecurity within business continuity planning
and focusing on resilience, organisations can better anticipate, manage,
and recover from inevitable human security failures.
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1 Introduction

In April 2025, major British retailer Marks & Spencer (M&S) was hit by a ran-
somware attack [19]. The intrusion began with a phishing e-mail that targeted a
third-party vendor’s access credentials, which allowed the attackers to infiltrate
M&S’ systems. The incident caused significant operational disruption and finan-
cial losses, with online services offline for weeks, substantial impacts on sales,
and hundreds of millions lost in market value [25]. Events like these raise the
question how an organisation like M&S could suffer such lasting disruptions after
one individual entered their credentials on a phishing website. It would certainly
be easy to blame this person and fire them, but that would negate more deeply
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rooted issues with how organisations secure their information technology (IT)
landscape and manage human risk.

Especially the latter is reflected in an obsession over reducing phishing click
rates—both in industry, and academic research on interventions seeking to im-
prove cybersecurity behaviour. In most cases, these entail some form of internal
phishing simulation or cybersecurity education program. Ambitious organisa-
tions may implement further cybersecurity awareness-raising activities through-
out the year or even award employees that become cybersecurity champions [26].
Yet, ultimately, executive boards will only care about green compliance checks
and getting near-zero phishing click rates [29]. Phishing click rates have become
the default measure of human cybersecurity risk, precisely because they are easy
to quantify. This is an understandable, but costly mistake. Indeed, according
to Goodhart’s Law, “when a measure becomes a target, it ceases to be a good
measure” [11].

Cybersecurity training and education companies capitalise on this single met-
ric. They will illustrate the constantly looming threat of phishing attacks and
show dramatic drops in phishing click rates after organisations implement their
training program. However, a growing number of independent studies shows that
training effects from both simulated phishing tests and cybersecurity awareness
programs are modest, inconsistent, and mostly fail to persist [31,23,22]. A small,
but persistent percentage of people will click on (simulated) phishing links, no
matter the training or phishing simulation frequency [9]. Organisations would
be right to question whether these mandatory programmes are worth the costs:
not only financially, but also in terms of the annoyance and distrust they can
cause among employees [6,36]. Compromise thus becomes not a possibility, but
an expected reality in due course—because phishing and other social engineer-
ing attacks are not new. They are scams as old as humanity. Networking and
AI technologies have only enabled fraudsters to target a much larger number of
people than before. Modern anti-phishing technology has reduced this number,
but it has only forced fraudsters to return to more sophisticated and targeted
impersonation attacks. This demands a shift in perspective from an exclusive
focus on prevention from within the intuition behind monitoring phishing sim-
ulation click rates, toward resilience and recovery. Organisations must assume
that breaches will occur due to the inevitable possibility that someone in their
organisation, whatever their tenure, can at some point fall for a phishing e-mail.

Hence, this paper argues that phishing click rates are not merely imperfect
proxies for human cyber risk, but that their use as a primary performance indi-
cator actively undermines effective risk management. Click rates capture isolated
moments of failure without accounting for the psychological, situational, and or-
ganisational conditions under which people work. When formalised as key perfor-
mance indicators (KPIs), they encourage individual attribution of blame, erode
psychological safety, and obscure systemic contributors to risk, such as workload
pressures, ambiguous authority structures, and poorly designed technical sys-
tems. As a result, organisations optimise for the appearance of prevention—and
not for resilience.
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Instead of pursuing the elimination of clicks (i.e., an unattainable goal), or-
ganisations must assume a non-zero baseline of human error and design cyberse-
curity measures accordingly. This requires a shift from prevention-centric metrics
toward a holistic approach to human cyber risk management that emphasises be-
havioural patterns, organisational culture, improving its response capacity, and
recovery. Cybersecurity must therefore be embedded within business continuity
planning and organisational strategy, recognising that failure is inevitable, but
large-scale disruption is not [34].

2 The real human risk factors

A substantial body of psychological research demonstrates that humans are gen-
erally poor at detecting deception [13,8,15]. People tend to rely on contextual
cues and heuristics that are easily manipulated, while underutilising more re-
liable indicators of dishonesty. This limitation is not a function of intelligence,
training, or technical expertise: individuals across age groups, professions, and
seniority levels are vulnerable to well-crafted deception (e.g., [39,32,38]). It is
therefore unsurprising that phishing attacks continue to succeed, even in organ-
isations with extensive awareness programmes.

In everyday work contexts, people prioritise efficiently completing their pri-
mary tasks [5]. When managing email, they typically attend to cues that sup-
port this goal, such as perceived legitimacy, urgency, and relevance, rather than
scrutinising technical security indicators [40]. Only when something appears suf-
ficiently unexpected or anomalous do individuals shift their attention toward se-
curity checks such as inspecting sender addresses or hovering over links [38,40].
Even then, many users lack the skills or confidence to accurately interpret these
signals [2,37]. Phishing detection is therefore intermittent, effortful, and highly
sensitive to context.

Situational factors can further exacerbate vulnerability. Time pressure, cog-
nitive overload, stress, and fatigue all degrade attention and increase reliance on
heuristics. Under such conditions, even highly experienced and security-conscious
individuals may act impulsively. A non-zero base rate of phishing victimisation
is therefore not a training failure, but an expected outcome of human cognition
operating under real-world constraints.

Attempts to identify and manage “repeat clickers” illustrate the limitations
of a click-rate-focused approach. While a small percentage of individuals may
repeatedly fall for simulated phishing emails [9,10], the underlying drivers of
this behaviour are poorly understood and may relate to psychological traits,
such as how honest people believe others are in general [10,42] and situational
job demands. Treating repeated clicks as evidence of negligence or incompetence
risks misdiagnosing structural problems as individual deficiencies.

In this paper, human cyber risk is understood not as an individual propensity
for error, but as the probability that organisational conditions will place people
in situations where error is both likely and consequential. From this perspective,
human risk emerges from the interaction between cognitive limitations, situa-
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tional pressures, and system design. In fact, one could argue that cybersecurity
training for the general user is necessary, precisely because IT systems are subop-
timal [1]. Users are forced to apply password complexity rules to compensate for
weak hashing algorithms in legacy Windows systems (e.g., the lack of salting in
NTLM, flaws in LM Hash [27]). Similarly, users need to update their passwords
before an expiry date, because systems cannot detect when a password actually
is compromised, despite sources like https://haveibeenpwned.com/. Many or-
ganisations have also struggled setting up simple SPAM filters [24], requiring
individuals to stay vigilant when using computers. Managing human cyber risk
effectively therefore requires interventions that go beyond awareness training
and address how work actually is organised [34,1,16].

A further consequence of reducing human cyber risk to click rates is the
emergence of blame-oriented cultures. Once click rates are formalised as per-
formance indicators, they become tools for comparison, sanction, and reputa-
tional judgement. Managers may seek to discipline “poor performers”, human
resources may associate security failures with broader performance issues, and
security teams may prioritise reducing reported clicks over improving reporting
behaviour. This dynamic discourages openness, delays incident escalation, and
ultimately increases organisational risk.

By contrast, research on psychological safety shows that environments in
which individuals feel able to report mistakes without fear of punishment en-
able faster detection and containment of incidents. Blameless postmortem prac-
tices from DevOps and Site Reliability Engineering offer valuable lessons [17]:
learning-oriented responses to failure improve system reliability precisely because
they focus on conditions, instead of culprits.

3 From human risk to cyber resilience

If phishing click rates obscure rather than illuminate human cyber risk, organ-
isations require alternative ways of seeing, interpreting, and managing human
behaviour under realistic conditions. They need to ask questions like what is our
human risk? What does manageable human risk look like in our specific indus-
try, sector, and region? What digital norms do we want to set and expect for
our employees? How do we want to deal with unsolicited requests? How do our
current communication processes and policies allow for human risk? How can
we tailor cybersecurity training and awareness programs to people’s specific job
contexts?

This is not to say that compliance is redundant. Regulatory requirements,
liability protection, insurance prerequisites, and contractual obligations all drive
compliance behaviour. But compliance typically takes root in a prevention mind-
set which can provide a secure illusion. Organisations optimise for cost, and
prevention feels cheaper than resilience investment—until it is not. The good
news is that measures focused on people tend to be cheaper than technical ones.
Below we outline a set of eight human-centric recommendations that shift the fo-
cus from individual prevention toward organisational resilience, where resilience

https://haveibeenpwned.com/
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refers to the capacity to anticipate, absorb, recover from, and adapt to cyber
incidents–—not the elimination of failure.

Identify behavioural indicators beyond phishing simulations. Simulated phishing
click rates offer, at best, a narrow snapshot of human cyber risk. They capture
isolated moments of failure while ignoring broader behavioural patterns that
shape everyday security posture. A more informative approach involves moni-
toring indicators such as excessive or misaligned file access [7], habitual rapid
link-clicking, repeated bypassing of security prompts (although see [3] for a re-
cent review with recommendations on how to implement better user warnings),
unsanctioned external data exports under social pressure [28], or risky policy-
violating searches using public search engines or generative AI tools.

These behaviours often reflect time pressure, cognitive overload, or mis-
aligned workflows rather than malicious intent. When interpreted proportion-
ately and ethically, they can help organisations identify systemic friction points
where employees are forced to trade security for productivity. Unlike click rates,
such indicators could support targeted improvements in system design and or-
ganisational policy rather than punitive retraining.

Advance from awareness training to adversarial training. Traditional cyberse-
curity training assumes that awareness leads to secure behaviour and that in-
dividuals make decisions under calm, rational conditions. However, real-world
attacks violate both these assumptions. Social engineering attacks exploit stress,
authority gradients, emotional manipulation, and fatigue. Victims do not nec-
essarily act because they underestimate risk, but because they overestimate the
consequences of non-compliance with the contents of a social engineering attack.

Adversarial training reframes cybersecurity education by focusing on how
attackers think, adapt, and exploit organisational dynamics [41]. Rather than
teaching employees how to spot suspicious emails, it exposes them to realistic
scenarios involving urgency, ambiguity, and conflicting priorities. The goal is
not perfect prevention, but earlier recognition, escalation, and recovery when
something feels odd. Although this training paradigm requires further empir-
ical support, the expectation is that aligning training with employees’ actual
job contexts will be more effective for protecting them from the psychological
dimensions of cyber threats.

Establish shared digital norms for ambiguous and urgent requests. Many suc-
cessful cyber incidents exploit uncertainty rather than technical vulnerability.
Employees are confronted with requests that appear urgent, authoritative, or
only slightly irregular [12], and must decide whether caution will be rewarded or
penalised. Organisations can reduce this ambiguity by establishing explicit dig-
ital norms for handling unsolicited or high-pressure requests. Such norms may
include mandatory secondary verification channels, pre-agreed response scripts,
or explicit permission to delay action. Crucially, leadership must model these
behaviours. When senior figures accept verification without frustration, security
becomes a collective expectation rather than an individual risk.
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Build psychological safety and manage stress as security controls. Organisational
culture is a critical but underutilised security control. Blame-oriented responses
discourage reporting and delay containment [14,30]. Psychologically safe envi-
ronments, by contrast, enable early disclosure and rapid response. Stress and
burnout further amplify risk by increasing impulsivity and encouraging insecure
workarounds. Treating wellbeing and workload management as integral compo-
nents of cybersecurity recognises such cognitive limits.

Integrate and test cyber resilience as part of business continuity planning. Where-
as traditional business continuity management assumes that systems can be
meaningfully decomposed and that risks can be predicted, this defensive posture
provides an illusion of control that collapses under real-world uncertainty [35].
A resilience engineering approach instead designs for recovery from the outset.
Just as infrastructure-as-code tools like Terraform enable reproducible system
provisioning, and data protection regulations such as the GDPR’s right to data
portability mandate machine-readable exports, organisational processes should
be architected bottom-up with recovery as a first-class requirement. This means
not merely having backups, but ensuring that restoration is tested, practised,
and achievable within acceptable time frames [4]. Otherwise, incident response
and disaster recovery plans are only as good as the last time they were exercised
(spoiler: never).

Understand failing IT systems as organisational reflections. Technical systems
do not fail in isolation. Under-resourcing, compressed timelines, and conflict-
ing incentives often produce systems that allow for significant human risk by
design. When security controls obstruct work, non-compliance becomes the ra-
tional choice [21,20]. Improving human cyber risk management therefore requires
investment not only in technology, but also in the organisational conditions un-
der which systems are built and maintained.

Reframe phishing metrics within a holistic resilience strategy. Phishing simula-
tions need not be abandoned, but their role must be reframed. Click rates are
most useful as diagnostic signals when interpreted alongside other behavioural
indicators and organisational context. When treated as performance targets, they
distort incentives; when treated as learning tools, they can inform system-level
improvements.

Position insurance and recovery funds as a final defence layer. Cyber insurance
and recovery funds should support recovery after failure, and not substitute
robust security practices. Before relying on insurance, organisations must ensure
foundational controls are in place [34]. In many cases, investing in usable security
measures, such as passwordless authentication or physical security keys, reduces
human error more effectively than complex policy enforcement [33,18].
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4 Conclusion

Holistic cyber resilience strategies that emphasise anticipation, detection, recov-
ery, and adaptation offer a more realistic path than compliance regimes built
around prevention metrics. As long as organisations treat phishing clicks as fail-
ures to be eliminated rather than signals to be interpreted, they will continue
to invest in the appearance of security rather than its substance. Sustainable
cybersecurity emerges not from perfect defences, but from resilient systems and
cultures that acknowledge human behaviour as central to cyber risk and are
prepared to respond constructively when failure occurs.
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