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Abstract. Adams and Sasse’s Users Are Not the Enemy propelled the
treatment of users into the foreground of security research and prac-
tice. Yet twenty-five years on, users locked out of platform accounts rou-
tinely encounter interactions far less navigable than those offered by ran-
somware operators seeking payment. This paper argues that this dispar-
ity is structural, not accidental. We introduce procedural respect, defined
as whether an interaction is designed to succeed rather than merely to ex-
ist, independent of its moral legitimacy, and identify three conditions that
render its absence institutionally rational: decoupled value, exit foreclo-
sure, and opacity-as-protection. Our analysis yields a diagnostic question:
does the operator need the interaction to succeed? Where the answer is
yes, usable security follows; where it is no, procedural opacity should be
expected. Sasse’s philosophy remains the normative benchmark; our con-
tribution is to specify where structural conditions permit its realisation,
and what must change where they do not.

1 Introduction

Let us consider two moments of constrained access. In the first, you attempt
to log into a familiar platform and are informed that suspicious activity has
led to you being locked out. To restore access, you are invited to verify your
identity, yet every submitted document is rejected without explanation. You
find no clear escalation path and no indication of how long the process will last.
The system informs you that something has gone wrong, but it does not tell you
what that something is [14]. You wait, and the silence becomes a message in its
own right [39].

In the second moment, ransomware seizes control of your files. A stark mes-
sage fills the screen and announces what has occurred. It explains why your files
are inaccessible [17,40], specifies what and how much the attackers demand [26],
provides a deadline, and offers a communication channel. Instructions are ex-
plicit [18,23]. The path to resolution (however coercive) is clear. You may even
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Fig. 1. Constrained-access communications. Top row: A ransomware portal. Bottom
row: A Platform lockout and appeal rejection message. The ransomware operator ex-
plains, a follow-up screen would simply be the return to status quo ante; the platform
offers little at the start of the interaction, even less when failure is communicated.

test whether decryption is possible before committing [8]. The situation is fright-
ening, yet structurally navigable!.

Are these scenarios equivalent then? Of course not, you would say. For one,
the first is lawful service provision, the second criminal extortion. But this moral
asymmetry is what makes the comparison interesting. For if the quality of such
an interaction tracked any given form of common moral alignment, the platform
provider would take usable security, at least through its interactions, much more
seriously than the criminal. But it does not, and these moments suggest instead
that interactional quality follows operational dependency, since clarity appears
only where the restricting party needs the user to succeed.

Furthermore, both are examples of usable security, as they involve the same
interactional security-based relationship: a powerful actor restricts access, dic-
tates conditions, and controls the path toward resolution. The user’s goal in both
cases is identical, namely to return to their status quo ante. What differs is how
each system treats the interaction through which resolution might occur. The
ransomware operator invests in that interaction; the platform does not.

! The user has become so used to these digressions into their daily online activity
that malicious actors have themselves taken advantage, by designing elaborate du-
plicates of Meta’s "Suspension Pending Review" lock-out. https://malwaretips.
com/blogs/meta-suspension-pending-review/.
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Hence we arrive at a comparison that can show a criminal enterprise commu-
nicating more clearly than a system claiming to safeguard users. This outcome
stands in sharp tension with Adams and Sasse’s seminal Users Are Not the En-
emy, which we use here as a foundational reference point for examining where
and why its principles are realised (or systematically abandoned) in contempo-
rary platform security practice. In their account, users who circumvent controls,
forget passwords, or fall for social engineering are not deficient; rather, they are
responding rationally to systems that impose unreasonable burdens [1]. Durable
arguments that anchor a research tradition, whose principles have been ver-
ified [3,30], taught [15,32], applied as frameworks [24, 29, 31], provoked direct
polemics [38], and have resulted in genuine progress in furthering the goals of us-
able security. At this point, the mantra that users are not the enemy can almost
be seen as a guiding philosophy within the wider Human-Computer Interac-
tion field, and yet, in practice, operations analogous to our example, reasonably
frequent interactions where users are most dependent on institutional support,
routinely exhibit the poorest design quality. The question is why.

Any worthy philosophy has provoked direct polemics, and UANTE? is no
different. Vidyaraman et al., for instance, advance a contrary design stance, “the
user is the enemy” which treats users as adversarial system components whose
actions must be constrained and penalised rather than supported [38]. Their
counter-position illustrates that the debate has long been framed in moral or
attitudinal terms, that they represent a failure of knowledge transfer or institu-
tional will. Our arguments in this paper depart from this framing by showing
that design outcomes follow from structural dependency, not professed philoso-
phy.

What we mean by this dependency is that systems implement the ideals of
Usable Security when doing so serves operational goals; they do not when op-
erational goals are served by neglect. In our example, the ransomware operator,
who needs the victim to navigate a payment process successfully, inadvertently
implements the philosophy (or at least one similar) more faithfully than the plat-
form, which we argue faces little to no penalty for user failure during recovery.
But neither actor is motivated by the philosophy itself. One is constrained by
circumstance to behave as if users matter; the other is not.

Arguments such as these require careful delimitation. In our example, we ex-
amined only the interactional surface that emerges when access is restricted, the
communications, pathways, and feedback mechanisms (in practice we reviewed
studies of splash screens, payment portals, and operator behaviour [8,17,26,40])
through which a constrained user might seek resolution 3. We did not compare
the moral legitimacy, technical sophistication, nor societal consequences of ran-
somware and platform operations. Nor did or will we be treating the user as
an enemy. Our method in this comparison are based on defamiliarisation [4,33],
which is simply using an unexpected comparison to make visible what familiar-

2 Our acronym for “Users Are Not the Enemy” in the remainder of this paper.
3 We do not seek in this paper to examine technical/social outcomes, this is left to
many other studies on this topic, e.g, Filiz et al [12].
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ity has normalised. The ransomware case renders strange what platform security
has made routine. Using this method allows us to synthesise existing studies to
examine the interactional surface without presenting new empirical data.

To contextualize our work on the interactional surface we introduce the con-
cept of procedural respect. Procedural respect concerns whether an interaction is
designed to succeed, not whether its outcome is morally acceptable or beneficial.
It asks whether the operator has a stake in the user’s successful navigation of the
process, rather than whether the system is usable in the abstract. The following
sections examine this mechanism in detail and explain why platforms occupy the
position they do, and consider what follows for the legacy of UANTE.

Our concept of procedural respect aligns with Lon Fuller’s account of the
“internal morality of law” [13], which holds that the exercise of power becomes
defective when its procedures are opaque, unintelligible, or insulated from revi-
sion. While platform recovery processes are not law, unilateral restrictions on
access enacted through formalised procedures nonetheless function as a mode of
governance. In this context, procedural failure does more than frustrate users:
it subjects them to decisions they cannot understand, contest, or meaningfully
navigate. This produces a structural paradox. Our ransomware operator must
organise interaction through intelligible rules in order to survive, while the plat-
form provider faces no comparable penalty for governing through a lack of clarity.

2  Why Platforms Cannot Be Clear

Our scenarios established our position; now, let us speculate on what permits
this mechanism to operate in one case and not the other.

Based on our two scenarios, one significant pre-condition for the ransomware
operator’s design clarity becomes apparent. Platforms must sustain an appear-
ance of acting in the user’s interest a duty of care made visible through perfor-
mance. Security messaging frames restrictions as protective interventions [27];
privacy policies claim safeguarding [11]; customer-service interfaces suggest re-
sponsiveness. These gestures maintain the fiction that the system acting for you
by locking you out, flagging your behaviour, and otherwise interrupting your
activity. In positioning restriction as protection the platform must appear as
protector, and when something goes wrong, it is you who must be rendered
blameworthy. When framed as such, a platform cannot admit that its fraud-
reduction algorithm produced a false positive, or that resolving your case costs
more than losing you as a user, or that your “suspicious activity” was indistin-
guishable from your ordinary behaviour. In such cases, being clear about what
is happening would expose the gap between stated and actual purpose. Opacity
preserves the fiction.

Further, we argue that this opacity fullfills a second, related function, and
that is one of legitimation. By withholding reasons and timelines, platforms
transmute contestable decisions into neutral system outcomes to foreclose scrutiny.
This mirrors Citron’s ‘technological due process’ failure [7], where systems re-
tain the form of procedure while defeating its substance. Crucially, this opacity
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exceeds what security necessity requires. While specific fraud-detection triggers
may legitimately remain secret, the systematic absence of basic procedural in-
formation suggests institutional insulation rather than protective restraint. Pro-
cedural opacity is therefore not an accident of scale but a rational strategy for
managing exposure where recovery success carries no operational value.

The ransomware operator faces no such constraint. Without pretence that
the interaction serves the victim’s interests, there remains no legitimation fiction
to maintain. The power relation is explicit and transactional; for the victim, the
interaction is simply unlucky to have occurred at all (and even this is some-
times acknowledged by the ransomware operator?). In terms of the perceived
relationship, the ransomware victim retains agency in a meaningful sense: they
can understand their situation, evaluate options (pay, refuse, seek technical re-
mediation), and act. Of course such agency is coercively imposed, but within the
bounds of our situation, victims are addressed as capable of comprehension and
action.

We believe that the persistence of such a fiction, one that can survive market
exposure, inherently must reveal the structural conditions that protect it, and we
identify three such conditions. They are closely related, each blocking a different
mechanism that would otherwise force platforms to design recovery processes
that work. It represents the minimal set that jointly explains why procedural
neglect is not an accident. The three conditions are: the platform’s value extrac-
tion must not depend on recovery success, for otherwise operational necessity
would have compelled a reformulation of this fictional relationship, users must
lack a viable exit method, for otherwise competitive pressure would penalise the
above behaviour, and comprehension must threaten rather than serve institu-
tional interests, for otherwise transparency would be the cheaper strategy, as it
has been within our ransomware example. The following section examines how
each condition operates and why, together, they make such fictional relationships
not merely possible but rational.

3 The Economics of Opacity

Platform revenue is frequently derived from user data, attention history, be-
havioural patterns, and network position, value generated through retention and
monetisation, and not through any particular interaction succeeding. At the mo-
ment of account lockout, the platform has already extracted the value it seeks.
Recovery therefore operates as a pure cost centre [2,6]: every resource invested
in helping users understand their situation, navigate resolution pathways, or
receive meaningful feedback is an expense with no corresponding return. We
term this condition decoupled value, the separation of platform revenue from
interaction success. This creates organisational indifference to recovery quality
that propagates to individuals who might otherwise profess commitment to the
UANTE philosophy [9,24]. When the organisation has no stake in recovery in-
teraction quality, developers have no mandate (and no resources) to invest in it.

4 As in the case of Akira, the ransomware example shown in Fig.1.
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The ransomware operator, by contrast, cannot extract value until the interac-
tion succeeds; payment requires navigation. Value and interaction are coupled,
and that coupling produces investment. The same platform that guides new
users through seamless onboarding abandons them to opacity during recovery.
This internal contrast is explicable only by the economics of each interaction:
onboarding converts prospects to revenue; recovery converts problems to costs.
Identical organisations, identical users, radically different design investment.

Indifference alone, however, might be overcome by competitive pressure.
Users poorly served by one platform could migrate to another. Yet network
effects, data dependencies, and accumulated history create lock-in that makes
switching prohibitively costly [19,21,25]. Even users who experience serious harm
from opaque recovery processes are unlikely to abandon platforms where their
social connections, professional identity, or transaction history reside. We term
this condition exit foreclosure, ® the structural prevention of competitive correc-
tion. This insulation from competitive consequence makes investment in recovery
quality doubly unattractive, for not only does it generate no direct return, but
failing to invest carries no penalty.

Freed from both internal incentive and external pressure, platforms face a
third dynamic. User comprehension during recovery actively threatens institu-
tional interests. A user who understands why they were locked out might con-
test the decision. A user who understands the appeals process might discover it
consists of automated rejections. A user who understands the terms of service
might recognise that the platform has disclaimed all responsibility for their sit-
uation [10]. Comprehension invites scrutiny; opacity forecloses it. We call this
condition opacity-as-protection, which allows for the institutional benefit derived
from user incomprehension.

We term this condition opacity-as-protection, the institutional benefit de-
rived from systematic user incomprehension. While this opacity serves the le-
gitimating function discussed in the previous section, its primary utility within
this economic model is cost avoidance. Transparency creates actionable surfaces,
specifically, specific reasons to contest, timelines to track, and decisions to ap-
peal. Each of these generates operational friction. By withholding these details,
opacity functions as a rigorous cost-control mechanism, preempting dispute res-
olution by rendering the user’s situation navigable only through resignation.

To design for comprehension is, effectively, to design for vulnerability. Dis-
closing the specific trigger does not merely inform the user; it establishes grounds
for substantive disagreement. Revealing the evidentiary basis might expose that
the decision relied on thin, probabilistic signals rather than verified facts. Sim-
ilarly, transparency regarding timelines would likely quantify, and thus expose,
the total absence of service-level commitments. In this light, opacity prevents the
user from seeing that the "appeal" is often a circular interaction with the same
automated logic that issued the rejection. Silence protects the system not from

® Related accounts of platform power frame such conditions as the emergence of private
procedural governance, where exit is formally available but substantively foreclosed;
we do not develop these implications here.
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attackers, but from the revelation of its own arbitrariness. Once arbitrariness is
understood as something to be concealed rather than corrected, poor interaction
quality in constrained-access scenarios appears not as negligence, but as an func-
tional strategy. In combination, these conditions are self-reinforcing: sustained
opacity normalises itself, eroding the user expectations that might otherwise gen-
erate pressure for change. Usable security research has typically framed opaque
recovery interfaces as failures to apply known principles, yet the ransomware
comparison allows us to suggest an alternative interpretation: organisations may
understand the principles perfectly well and decline to implement them because
user comprehension does not serve institutional interests.

Let us briefly consider what designing for comprehension would require. A
platform enabling users to understand account recovery would need to disclose
what triggered the restriction, what evidence supports the decision, what the user
can do to resolve it, how long the process will take, and who is accountable if the
process fails. Each disclosure creates exposure. The trigger might be contestable.
The evidence might be thin or algorithmically generated without human review.
The resolution pathway might reveal that appeals are processed by the same
automated system that issued the original decision. The timeline might expose
that the platform has no service-level commitment. Accountability might reveal
that terms of service disclaim all responsibility.

Opacity protects against all of these exposures. Automated messages, generic
denials, circular verification flows, and inaccessible escalation routes are not fail-
ures of design capacity but achievements of institutional self-protection. Stutz-
man and Hartzog proposed obscurity as a deliberate design choice to protect
user privacy [35]; platforms have weaponised the same principle against users,
deploying opacity to forestall accountability rather than to enable it [14,16,39]°.

4 Users Are Still Not the Enemy

Decoupled value, exit foreclosure, and opacity-as-protection: all of these condi-
tions were nascent in 1999 but had not yet achieved their present dominance,
as usable security increasingly falls into the hands of just a few large platform
providers and third party services [20,34]. With such centralisation come deep-
ened data dependencies, and the evolution of terms of service into instruments
of comprehensive liability displacement. The philosophy of UANTE emerged in
one structural environment and must now contend with another.

5 Although not the focus of this paper, we must briefly mention here the parallel to
dark patterns in consent interfaces, which is exceptional [5,22]. Dark patterns satisfy
formal requirements, notices exist, boxes are clickable, yet systematically undermine
substantive understanding. Cookie consent dialogs that require seventeen clicks to
refuse but one click to accept [28, 37]; privacy policies written at reading levels
that ensure incomprehension [36]; settings labyrinths that make opt-out technically
possible but practically unreachable. These patterns share the same structural logic
as opaque recovery processes: the form of user agency is preserved while its substance
is defeated.
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For those who adhere to that philosophy, our position yields a diagnostic
question that cuts through professed values to a certain operational reality,
where, when faced with usable security issues, we must ask: does the opera-
tor need the interaction to succeed? Where the answer is yes, expect investment
in comprehensibility, actionability, tractability, and responsiveness—the dimen-
sions through which procedural respect manifests. Where the answer is no, ex-
pect opacity, circularity, and indifference. The question is predictive precisely
because it attends to structural position rather than declared intent. An or-
ganisation may profess user-centricity while its recovery interfaces betray the
opposite; the diagnostic question explains why.

This framing also clarifies where intervention might prove effective. Condi-
tions that create operational dependency on user success, outcome-based ac-
countability, competitive pressure through portability, liability for interaction
failures, would align institutional interest with user interest in ways that ex-
hortation cannot. We do not develop these possibilities here, but the structural
analysis points toward them.

Our position was established through a deliberately delimited comparison;
ransomware and platform lockout represent cases where the structural conditions
align starkly, and other user-security interactions may exhibit different configu-
rations. Despite this, we believe our simple diagnostic question can generalise as
a tool for identifying where procedural investment will and will not emerge.

Twenty-five years on, Sasse’s body of work functions today less as a descrip-
tion of how systems behave and more as a commitment to how they should. In
this paper, it provided the diagnostic vocabulary through which we can identify
where that philosophy gains traction and why it fails to do so elsewhere. The
structural conditions we have documented do not render the philosophy obsolete,
rather they specify its conditions of application. Where operational dependency
on user success can be created, through regulation, competitive pressure, or lia-
bility, the UANTE philosophy finds purchase. Where those conditions are absent,
we should expect the opacity described in this paper. It should not be seen as
fatalism, but as strategic clarity, for interventions that alter structural incentives
will succeed where exhortation has failed. The users are still not the enemy; the
task now is to make that truth consequential.
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